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Agenda: Sources of Challenges

¸ Part I:   Factors that Pose Challenges

ï Distributed Data

ï The Current Legal Environment 

¸ Part II:   Impact on Businesses & 

Government Agencies

¸ Part III:  Two Cornerstone Solutions

ï The RIM Policy and Legal Holds Policy
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Challenges: Distributed Data

¸ They call them ñPersonalò Computers

¸ Unstructured data is largely unmanaged

¸ Records management is applied rigorously, but mostly 

to inactive paper

¸ Desire to retain information for reuse and Knowledge 

Management
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Distributed Data (contôd.): The Electronic 
Data Explosion

Å Storage capacity for same price doubling every 
nine months

Å Humankind producing over two exabytes of 
information per year (two trillion megabytes)

Å Over 90 % of all corporate communication is 
electronic; Less than 30 percent is ever printed é



www.HiLawGroup.com      

(949) 632-3860

Distributed Data (contôd.): 
Potential Universe

Documents, Books, E-mail, Word, Reports, 
Presentations, Backup Tapes, Intranet, Instant Messenger, 
Web Sites, Mail, Faxes, Cell Phones, Blackberrys, 
Newspapers, Court Decisions, Palm Pilots, Databases, 
Pagers, Voice Mail, Blogs, Discussion Boards, Paper, 
Extranets, Directories, Wikis, Adobe PDFs, CD-ROMs, 
Conferences, Temporary Internet Files, Magazines, 
Floppy Disks, Schedulers, Laptops, Networks Storage, 
Lexis, Westlaw, Web, Seminars, Hard Drives, RAM, 
System Log Data, ISPôs, PST filesé
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Distributed Data (contôd.): 
E-Records Subject to Litigation

¸ Growing Percentage

ï 1996: Less than 5% electronic

ï 2002 - 2005: 95% electronic

paper

6%

email

72%

efiles

22%
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Challenges (contôd.):
Sources of Accessible Data 

¸ Email (90 percent)

¸ Office Docs:
ï Word processing documents

spreadsheets
presentations

stored on 
hard drives
portable media
network file servers

¸ Instant messaging

¸ Blogs & Wikis

¸ Internet sites and Intranets

¸ Databases, ERP systems and reports
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Examples of Blog Legal Challenges

¸ Public statements by company may trigger 8K 

or other securities reportable events for 

publicly traded companies

¸ Exposure to liability by statements made about 

company or its products

¸Consequences of links to other websites ï

implied endorsement?
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Examples of Blog RIM Challenges

¸Records created?  Yes.

¸ Filing system based on content of blog 

information not the medium

¸Records will trigger varying retentions from 1 

year to indefinite depending on content
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Hierarchy of Electronic Data

Active 
& Visible

Near -Line
Data (automated)

Offline Storage
(removable media)

Backup
(enterprise backups)

Residual
(deleted files)

Volume 

Useful
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Challenges (contôd.): The Current 
Legal Environment

1. Regulatory Climate

2. Litigation Climate

3. Business Climate

Impact
Increased Cost & Risk
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Regulatory Climate

¸ Revised Federal Rules discussed earlier

¸ Montanaôs own version of e-discovery rules
ï Mont. R. Civ. P. 16(b) ï45 (d) 

¸ Montanaôs Open Records Law 
ï MONT. CODE ANN. §§2-6-101 to -111

ï ñPublic writings are: 
(a) the written acts or records of the acts of the sovereign 

authority, of official bodies and tribunals, and of public officers, 
legislative, judicial, and executive, whether of this state, of the 
United States, of a sister state, or of a foreign country, except 
records that are constitutionally protected from disclosure.ò 

http://data.opi.state.mt.us/bills/mca_toc/2_6.htm
http://data.opi.state.mt.us/bills/mca_toc/2_6.htm
http://data.opi.state.mt.us/bills/mca_toc/2_6.htm
http://data.opi.state.mt.us/bills/mca_toc/2_6.htm
http://data.opi.state.mt.us/bills/mca_toc/2_6.htm
http://data.opi.state.mt.us/bills/mca_toc/2_6.htm
http://data.opi.state.mt.us/bills/mca_toc/2_6.htm
http://data.opi.state.mt.us/bills/mca_toc/2_6.htm
http://data.opi.state.mt.us/bills/mca_toc/2_6.htm
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Montanaôs Open Records Law

(2) Public writings are: 

(a) the written acts or records of the acts of the sovereign 
authority, of official bodies and tribunals, and of public officers, 
legislative, judicial, and executive, whether of this state, of the 
United States, of a sister state, or of a foreign country, except 
records that are constitutionally protected from disclosure.ò 

(b) public records, kept in this state, of private writings,       
including electronic mail

(3) Public writings are divided into four classes: 
(a) laws; 
(b) judicial records; 
(c) other official documents; 
(d) public records, kept in this state, of private writings, 

including electronic mail. 
(4) All other writings are private. 



www.HiLawGroup.com      

(949) 632-3860

The Metadata Issue & Public 
Records

¸ In O'Neill v. City of Shoreline, Wash. Ct. App., 

No. 59534-2-1, 7/21/08)., the Washington 

Court of Appeals held that metadata 

associated with an e-mail discussed at a city 

council meeting is a "public record" and should 

have been disclosed in response to a request 

under Washington's Public Records Act.
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Current Legal Environment: Key 
Statutes é

¸ Broad standard of discovery
ï All documents ñreasonably calculated to lead to the discovery 
of admissible evidenceò per Federal Rule of Civil Procedure, 
Section 26(b)(1).

ï Federal Rules of Evidence, Rule 1001 includes ñwritingsò such 
as ñmagnetic impulse, mechanical or electronic recording, or 
other form of data compilation.ò

ï Proposed amendment: Updated definition of discoverable 
documents to include electronic documents
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Current Legal Environment (contôd): 
DOJ Sample Request

¸ Issued April 19, 2005 by Department of Justice 

as part of investigation

¸Definition of ñDocumentò (Subpart I. E.) 


